
 

Five ways to keep your mobile devices secure

It seems like every time you turn on the news lately, there are more stories of companies having their data stolen or
corporate networks being hacked into.
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In fact, data theft and the hacking of business networks is actually on the rise. More and more of these attacks are
originating with lost, stolen, or hacked mobile devices. This is compounded because many business IT departments still
aren't sure of how to properly secure phones and tablets, or don't place a high priority on locking down these devices. How
can you keep your employees' mobile devices safe?

Here are five ways to keep your mobile devices secure:
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1. A good backup solution: Before even considering the risk of data theft or other malicious actions, you need to
secure your mobile devices against common loss or breakage. A core component of this is a good back-up solution.
The ideal solution will be automatic, freeing your employees from having to worry about running a regular backup, and
would back things up to a remote cloud server for safe storage. That way if a member of your sales team drops his
phone and it shatters, or forgets a tablet at a conference, you don't lose any of the data on that device;

2. Data encryption: If you or your employees' device is lost or stolen, the last thing you want to worry about is someone
getting hold of your confidential business information. Prevent that from happening with strong data encryption
software for all your mobile devices. While most people are okay with using either a short PIN or a pattern key to
unlock their phones, such measures simply aren't secure enough for business equipment. Fortunately, many great
encryption solutions are available for all makes and models of phones;

3. Remote wiping: Even better than data encryption is the ability to simply erase all data on a phone as soon as it's
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discovered to be lost or stolen. If you are using a good back-up solution, this shouldn't result in any lost data or
productivity. Many software solutions exist for executing a remote wipe, and you should speak with your IT team to
find one that best fits your company's needs. Keep in mind, however, that a remote wipe app doesn't preclude the
need for good encryption. Remote wipes only work if the phone is turned on and getting a signal. If the phone is out
of power, turned off, or out of cell range, it won't be wiped;

4. GPS tracking: "Find my phone" apps are now available for every major phone OS, with multiple options to choose
from on each app store. These apps utilise the GPS antennas in your device to pinpoint its location accurately if the
phone or tablet has been lost or stolen. These can be invaluable for locating and recovering lost devices, and can
make it much less likely that a stolen phone makes it very far. Unfortunately, the phone needs to be powered on and
have an open view of the sky (as well as a network connection) for these tracking apps to work. Still, the odds of
recovery are much higher with a phone finder app than without one; and

5. Lock screen contact info: If your lost phone is found by someone, you want them to be able to get in touch with you
without having the ability to root through your device and figure out who you are. This is where 'lock screen contact
information' comes in. If you don't have some sort of label with contact info on your phone, you should at the very
least provide an easy way for people who find your device to contact you and return the mobile device back to you.
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